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Enhancing Block Cipher Security: An Advanced Proposal
for S-Box Design

Saad Abdullah®
Malardalen University, Vasteras, Sweden
Abstract

In this paper, we tend to intend towards skill a completely unique method
used for planning cryptographically solid Substitution boxes persecution
boxes polynomial representing. The projected CPM is skillful to draw the
contribution system to a powerful 8 x 8 Substitution-box assembly the
necessities of a bijective purpose. The employment of CPM keeps the ease
of Substitution-boxes assembly technique and located reliable when put
next with alternative existing S-box methods won’t to make Substitution-
boxes. Associate in nursing example planned Substitution-boxes is acquired
that is systematically calculated by normal show principles as well as NL,
bijection, BI, SAC, linear estimate possibility, and DU. The piece
consequences are compared with some newly analyzed S-boxes to
determine its crypto logical strength. The vital studies approve projected S-
boxes making method is meaningfully originally real to get
cryptographically secure s-box.

Keywords: s-boxes; cpm; block ciphers; cryptanalysis
Introduction

Modern technical inventions Associate in tending their fertile practice
now reality must bring about in a massive development within the capacity
of knowledge existence connected [1]. The complex environment of
information strains designed for methods towards remain advanced then
actions to protector after misappropriation. Previously program, an
operator’s information should remain altered popular such a kind no
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meaningful to an assailant [2]. Bilaterally ciphers are between the leading
wide recycled method to satisfy this resolve thanks to the open execution
and existence the suppliers of abundant required science asset. Unique
famous sort of ciphers makes use of s-box and p-box acts [3]. This sort of
chunk cipher transmutes an enter block of information right obsessed by a
worthless yield block with the aid of using the use of a symmetric key and
unique wide variability of sequences. Normally, every spherical play sbox
and pbox strategies at the enter block of information. A substitution
technique changes an enter block through any other yield block the use of
substitution box (S-box). AES such as an instance, is maximum typically
jumble-sale symmetric block cipher. An S-Box is a significant element of
latest block ciphers and produces a jumbled encryption text from the
assumed message. A Substitution-Boxes existence the simplest NL basic of
contemporary-day block ciphers, gives a complicated dating among the
message and the cipher text [4]. This relative is known as misunderstanding.
So on safety a block cipher presents is dependent at the mistake with inside
the cipher text shaped through Substitution-Boxes. As an outcome, many
researchers are designing unique S-box and comparing the electricity in
their own Substitution-Boxes in opposition to a few standard benchmarks
including bijective-ness, SAC, NL, BIC, linear and DP. In, some of houses
had been advised to be existent in an S-container which will face up to
diverse cryptanalytic attacks. An S-container keeping maximum of those
houses presents extra safety [5].

Related Work

Now works, some of schemes and kit are followed intended for mixture
of cryptographically strong Sbox. Projected a way to construct fountains of
lively and resistant S-bins that can help even as modifying the block
security. An S-field consuming extreme NL affords greater struggle in
opposition to direct cryptanalysis. Advanced Encryption Standard
employments extremely NL S-field in its numerous sequences for the
encryption and decryption processes [6]. Proposed one-of-a-kind
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improvements to the safety provided via way of means of AES via way of
means of improving the Advanced Encryption Standard S-field in one-of-
a-kind aspect. A block cipher consuming fixed S-field employments the
unaffected S-field in every round. A static S-box lets in the attackers
towards check out Substitution box capabilities, find out its flaws, and
besides subsequently get a threat of cryptanalysis of the scrambled cipher
text formed via way of means of the block cipher [7]. Owing to the
constraints of static Sbox, a massive wide variety of investigators have
discovered the thoughts for S-field layout together with randomness,
dynamicity, and key-dependency. Typically, a key-established and active
S-field improves the energy of the own block cipher. For example, used
key-established S-bins and proposed techniques to provide huge amount of
sturdy S-Boxes [8]. Authors planned key-established dynamic S-bins and
examine display that planned S-boxes are cryptographically actual sturdy.
Specified numerous incompetence like brought giving out time, etc. and
found in key-established S-boxes. Writers planned improvements in AES
via way of means of introducing key-established S-field. The SAC impact
is unique of the several wished sites of today’s cipher. This function of
cipher requires that only bit amendment with inside the message or key
ought to make large versions with inside the ensuing message [9]. Small
price of SAC impact suggests a feebler block cipher, and subsequently the
message produced via way of means of such cipher can be a sufferer of a
cryptographically determination. Several easy techniques planned in may
be used efficaciously toward analyze SAC and examine a specified S-Box
for fullness and cryptographic energy [10]. Writers studied and different S-
bins, appraised their avalanche impact, and decided that AES S-boxes have
the most avalanche impact. Active Substitution planned via way of means
of exhibit decent avalanche impact in comparison to the usual S-boxes.
Further evaluation of the proposed and Substitution exhibits that Advanced
Encryption Standard and novel ciphers are unbiased of every different and
AES has greater effectiveness [11]. Chaos is a customary display with
capabilities of compassion, uncertainty, unfolds range, periodicity. These
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chaos landscapes mark chaotic structures as a preference for the growth of
cutting-edge ciphers and lots of Writers have used chaos with inside the
layout of Substitution box. Writers advised S-boxes primarily based totally
on chaotic plot and examined those together with the opposite current S-
field layout techniques. Examines revealed that the planned Shox are sturdy
in opposition to one of kind assaults and subsequently advise their
utilization in cutting-edge block ciphers [12]. Advanced shape of chaos
known as hyper chaotic is denser than the chaos in opposition to
cryptanalysis hard work because of its active difficulties. Using its energy,
writers planned some of S-boxes primarily based totally on hyper chaotic
standards even as every S-field may be very powerful manner the
capabilities like SAC, BIC. A device is wanted to significantly examine an
S-field and test its safety in opposition to a few general standards [13]. The
writers of have advanced an application to assess the cryptographic overall
act of any S-box. In this weekly, a green method to assemble S-bins has
been advised. The planned technique is a pioneering one and various from
the techniques provided with inside the fiction as we've got endorsed a CPM
and discovered it aimed at the layout of strong S-Boxes. Subsequently the
development of an S-Box, its performance evaluation consumes stayed
executed to assess its cryptographic energy [14]. An assessment by different
currently planned Substitution evokes approximately its energy. The logical
effects inspire using the planned Substitution-Box in innovative block
ciphers. The agency of the reduction of the weekly is by way of monitors.
Segment proposals the layout of the proposed S-Box. Act evaluation of the
proposed S-Box in opposition to cryptographic sites is discussed in Piece
and an assessment is complete with a few these days designed S-boxes.
Sectiondcompletes the studies paper with assumptions [15].

Planned S-Box Design

Best of the symmetric block encryptions usage unique before additional
Substitution box for swap drive towards carry now the important error. An
S-box delivers the misunderstanding ability among the plaintext and the
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cipher text finished a NL representing [16]. The scholars need widely
traveled such NL mappings to idea Substitution boxs having diverse
cryptographic benefit. Yet, the procedure of Substitution structure by these
methods is very compound and incompetent.

We existing a actual modest and well-organized
c(t)=[a #t2 +b](MOD(2"+1)) t€eN. (1)
Where N= {0, 1... 2n -1}
a=169, and b = 100.
When T= 135, C(t) calculates to 256 £ N. Design 16x16 S-box in Table 1.
Table 1

Planned Substitution-Box.

100 162 133 164 147 244 08 123 219 20 224 190 &84 63 27 133
24 114 46 234 o 7 49 4 220 1100 61 239 30 105 107 193
& 217 212 148 182 214 144 122 6% 121 185 16 206 220 103 12
104 22 180 221 45 g 184 42 54 120 140 14 136 209 T3 162
119 101 § 234 223 ® 227 242 165 241 113 195 130 73 1387
108 235 11 43 9 il 74 By 1M 57 32 2 124 41 167 145
132 28 247 173 226 8 40 7T 174 1 35 233 1 0 150 94
246 248 3 17¢ 163 112 183 1% 34 128 201 153 141 63 82 a2
252 205 108 118 135 % 47 k)l 12 166 181 17 88 57 i | 197
208 211 106 30 200 1% M4 115 89 26 33 160 157 231 25 210
172 68 33 33 139 6 198 168 143 23 222 126 149 191 152 189
202 9 13 125 70 3 37 N6 35 215 142 230 122 232 203 192
a9 81 38 127 248 4 186 &0 80 146 138 16 134 155 236 20
178 % 188 97 237 131 39 15 %131 71 36 243 18 52 245
240 184 T o3 ] 17 218 13% @0 228 196 151 250 136 223 154
36 176 67 173 137 116 10 31l oM 238 77 102 213 33 36 62

Results and Discussions

Now this piece, we examine our new method then offered S-box assumed in
Tablelfor largely well-known average Substitution boxes performance
scales towards size its cryptographic power [17].

A. Bijectiveness

Used aimed at binary groups x and y, a function f: x — y is bijective only
if it is 1tol and onto instantaneously. 1tol charting needs that apiece part of
usual x is similar with objective one part of group y [18]. Onto charting
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necessitates that apiece part of group y has different pre-image in group Xx.
CPM function C: N — N is bijective by way of it yields separate production
figures for separate input figures having image(C) = N and pre-image(C) =
N, where N ={0, 1, ..., 254, 255}.

B. Strict Avalanche Criterion (SAC)

The SAC standard is an imperious article for slightly cryptographic S-box
which defines that uncertainty a solo little is altered in the input, this
alteration would change partial of the yielding whiles. An S-box requiring a
figure of SAC nearer to 0.5 has fair inconsistency [19]. Dependence medium
given that the SAC figures of projected S-box are given in Table2. It is patent
from Table2 that the regular Strict Avalanche Criterion significance of the
S-Box is equivalent to 0.5. This Strict Avalanche Criterion assessment is a
sign that the planned S-box pleases Strict Avalanche Criterion stuff in a
reputable way.

Table 2

Dependence matrix SAC figures.

0.300 0.46% (0.500
0331 0.378 0.433
0.531 0.484 0.347
0.469 0331 (0.500
0.438 0331 0.406
0.363 0300 0.433
0.363 0316 0.531
0.347 0.363 0.438

0.347 0433 0.363 0469
0433 0434 0331 0.531
0.504 0.469 0.516 0484
0433 0.347 0331 0.516
0300 0.433 0347 0484
0,331 0.433 0.468 0.547
0469 0422 0331 0.531
0.316 0.316 0316 0.500

C. Non-Linearity

If a Substitution box is designed in a way that introduces linear correlation
between the plaintext and the ciphertext, it becomes vulnerable to linear
cryptanalysis attacks, allowing adversaries to recover the original plaintext
[20].
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The Nonlinearity (NL) values of our Substitution box range from 104 to
108, with an average of 106.8. These NL values indicate the resistance of
the Substitution box against linear attacks [21]. The NL values of all 8
fundamental Boolean functions are also presented in Table 3.

Table 3

NLs of essential Boolean purposes of planned Substitution box

Boolean Function b1 bz ba by bs bs b7 b3
Nonlimezrity 06 104 106 108 108 14 108 108

In Table 4, we make an evaluation of planned Substitution box and
other modern S-boxes with respect to NL metric.

Table 4
Changed S-boxes and the individual NL figures.

S-box Method Minimum Maximum Average
[17] o8 108 1025
[28] o6 110 1043
[30] 102 108 1053
[38] 102 108 1053
[43] 102 108 1043
[44] 104 110 106
[43] a8 108 104
[34] o8 108 104
[53] 102 106 104
[56] 102 108 1053
[37] 100 110 103.5
[38] 104 106 1053
[59] 100 108 103.7
[60] 100 108 104.8
[61] o4 104 005
[62] 06 108 103.5
[63] 100 106 103.3
[64] 34 106 100
[63] 100 108 1045

Proposed 104 108 106.8
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D. Bit Independence Criterion (BIC)

According to this criterion, enhancing a response bit p should not impose
any constraints on the output bits g and r individually. An ideal S-box
ensures that the output bits are independent of each other, thereby
strengthening security [22]. If an S-box achieves Balancedness in the
number of Input Coincidences (BIC) assets, it enhances security further.
Tables 5 and 6 display the Nonlinearity (NL) and Strict Avalanche Criterion
(SAC) standards for the fundamental Boolean functions of the proposed
Substitution.

Table 5
BIC results for NL.

Boolean Function b1 b2 b3 by 3 hé b7 b
b1 - 104 106 106 104 104 102 102
ba 104 - 104 102 108 104 104 100
bz 106 104 - 104 102 104 108 106
b 106 102 104 - 106 106 100 102
bs 104 108 102 106 - 108 106 100
bs 104 104 104 106 108 - o8 106
by 102 104 108 10:0 106 0g - 104
bg 102 100 106 102 10:0 106 104 -

Table 6
BIC results for SAC.

Boolean Function b1 b2 ha by 3 LT b7 hs
b1 - 0502 0510 0506 0500 0504 0484 0477
ba 0.502 - 0512 047¢ 0510 04838 0512 0518
ba 0510 0512 - 0479 03520 0492 0461 03500
be 03506 0479 0479 - 0504 0518 0520 0467
bs 0300 0510 03520 0304 - 0321 0498 0510
bs 0304 0488 0492 0518 03521 - 0488 0512
by 0484 0512 0461 03520 0493 0488 - 0504
bg 0477 0518 0500 0467 0510 0512 0504 -
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E. Linear Probability
The cryptologist of recent block ciphers tries to make sufficient
misunderstanding then dissemination of bits to safe the information
alongside cryptanalytic determinations. Solid S-boxes assistance in
attaining these necessities over NL mapping between input and output. An
S-box consuming little LP specifies advanced NL planning and delivers
opposition alongside the direct cryptanalysis [23].
F. Differential Probability
Difference cryptanalysis is careful such by way of a valuable implement
to grip the unique plaintext. Throughout this work, alterations in the plaintext
and the cipher text are initiate. The connection of these modifications syports
the defenders to reach certain portion of the key. A little significance of DP
assistances in attacking this occurrence [24]. DP is planned as

Table 7

Act comparison of changed S-boxes.

S-box MNonlinearity
Method Min. Max. Average SAC  BICNL LP  DFP
[7] % 108 1025 042 1033 0141 0062
[28] % 110 1043 0497 1034 0133 0047
[30] 162 108 1053 0491 1036 0133 0039
[38 162 108 1053 049 1038 0156 0039
[£3] 162 108 1045  04% 1046 0125 0047
[44] 104 110 106 050 1042 0132 0039
[45] 9 108 104 0505 1034 0133 0250
[54] 9 108 104 0507 1029 0086  0.047
[55] 162 106 104 048 1029 0148 0039
[56] 162 108 1053 0502 1037 0125 0047
[57] 100 110 1055 049 106 0133 0125
[5] 104 106 1053 0504 1046 0133 0039
[59] 100 108 1057  04% 1043 0100 0047
[60] 100 108 1048 0501 1051 0125 0125
[61] 54 104 995 0516 1017 0132 0281
[62] % 108 1035 044 1036 0152 0039
[63] 100 106 1033 0505 1037 0133 0039
[64] N 106 100 0481 1019 0180  0.063
[65] 100 108 1045  04% 1036 0141 0047
Proposed 104 108 1068 0507 1039 0140 0054
JCAI
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Where, AZ and AY are consistent contribution then yield differences. An S-
box with smaller differences is stronger towards discourage differential
cryptanalysis. Table7 shows that the planned S-box has significance of
difference probability as 0.054. This slight value specifies that the planned S-
Boxdelivers good opposition to difference cryptanalytic exertions.

G. Performance Comparison

By cryptographic structures, a presentation difference of planned
Substitution box and other S-boxes is assumed, our results are given below:
Our S-box has normal significance of NL larger than the additional S-boxes
in Table. For example, a outcome, planned S-box delivers virtuous scuffle
against linear cryptanalysis. Authorizes the PURSE value (0.507) of planned
S-box is actual close to perfect significance of SAC (0.5). We can say that
our S-box is satisfying SAC now a reputable method [25].

Conclusions

In this study, we introduce a novel approach to designing inexpensive S-
Boxes by utilizing a new nonlinear mapping technique, specifically a cubic
polynomial mapping. We propose this method to enhance the security of
cryptographic algorithms while keeping costs low. The effectiveness of our
proposed S-Box is evaluated through comprehensive cryptanalysis,
comparing it with established standards in the field. Our analysis
demonstrates that our S-Box performs competitively with existing ones,
meeting key criteria such as BIC, nonlinearity, and SAC. We believe that
our approach holds promise for future block ciphers, offering potential
improvements in security and efficiency. It is worth noting that our method
represents a pioneering exploration of cubic polynomial mapping for S-Box
design, indicating a new direction in cryptographic research. We anticipate
that this innovative technique will lead to the development of even stronger
S-Boxes, contributing to secure data transmission in real-world
applications.
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